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PANDERAM project

The project aimed to Strengthen users' sovereignty and choices when using
smartphones and smartphone APPS. To this end, the actual NANAIING of their own data was
made visible and assessable. atthe same time, users Were provided with
alternatives and Options, enabling them to improve their own security and data protection.
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TECHNISCHE UNIVERSITAT

CHEMNITZ

user-centered design and tailoring of a tool
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PANDERAM project: User centered design process

user centered design guidelines for tools that analyze app behavior

Dobelt, S. et al.: Clearing the Hurdles:
How to Design Privacy Nudges for Mobile
Application Users.
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PANDERAM project: User centered design process

Qualitative study 2: Smartphone- and
app usage behavior (N = 9)
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PANDERAM project: User centered design process

Qualitative study 2: Smartphone- and
app usage behavior (N = 9)
Conjoint-analysis: Risk factor

understanding and describin '
. . assessment of app behavior (N = 145)

the cONtext of use

Quantitative study 1: Smartphone- and clegitealn el el R
app usage behavior (N = 99) oriented requirements

Persona development and
evaluation (N = 12)

Comparative evaluation of tailored and non-
tailored click-dummy (N = 20)
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design solution

evaluation

of the design solution
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App prototype

User interface (study 1
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FitnessPro
\ | O Version: 22.21.0
Scanned Version: 22}
Risk for 1 of 12 apps
average: 5.00 .
App Analysis

Details
2, View app permissions

Q. View third-party provider@ k

Options for Action

I FitnessPro
Version: 22.21.0

. Application X 9
Version: 1,0

& Change app permissions

Data Transfer Risk

¥ Install alternative apps

>
>
W Uninstall app @

Application Y
()i

Version: 2.2.5 Connection Risk
Application Z . A
>
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App Risk DeviceSecurity  Third-Party Provider App Risk Device Security  Third-Party Provider App Risk Device Security

Access to approximate location
ACGES: TIoN

Apps with this permission can access
location information obtained through
WLANS and cell towers. For this, the
location services function must be enabled
in the smartphone settings. Useful for all
apps that need location information, this
permission provides the app with motion
profiles. As of Android 10, an app can only
query the location when it is running in the
foreground.

Access to exact location
@ FINE_LOCATION

Change or delete SD card content

App Risk Device Security

Third-Party Provider

App Risk Device Security

AppsFIye; (AppsFlyer Ltd.)

Braze (Braze, Inc.)

Firebase Crashlytics (Google LLC)

Google (Google LLC)

Facebook (Meta Platforms, Inc.)

oY

Third-Party Provider

< i

2y View app permissions >

Options for Action

& Change app permissions A

Many apps collect more data than they need to. Often
you grant an app more rights than necessary and
forget about it later. Starting with Android version 6.0,
you can influence the data collection of an app in the
"settings" of your smartphone. Look in the app
information for "permissions” to check which data
permissions are stored for this app and disable
individual permissions. This way, you can limit the
data collection by the app. This can reduce the threat
to your privacy posed by the app. You may also affect
the way the app works. Try it out to see if it still runs
the way you want it to. If not, check out our apps
identified as similar, which we can suggest as an
alternative.

W Uninstall app v

A £] :a

App Risk Device Security Third-Party
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< H
Yyou grant an app more rights than necessary and
forget about it later. Starting with Android version 6.0,
you can influence the data collection of an app in the
"settings” of your smartphone. Look in the app
information for “permissions" to check which data
permissions are stored for this app and disable
individual permissions. This way, you can limit the
data collection by the app. This can reduce the threat
10 your privacy posed by the app. You may also affect
the way the app works. Try it out to see if it still runs
the way you want it to. If not, check out our apps
identified as similar, which we can suggest as an
alternative.

W Uninstall app A

Often, people install an app out of interest and then
rarely use it or only use it for a very specific reason.
This not only occupies storage space, but also
permanently threatens your privacy, because the app
can have access to your data even if you don't use it.
Think about whether you really need this app. In the "
settings " menu, you can not only restrict the
permissions of apps, but also uninstall them
completely.

A (1] Y

App Risk Device Security  Third-Party Provider



App prototype

User interface (study 2)

06:06 X ©35%8

Device Security

Panderam risk
average: 3.33

* User Settings
@ Basic Security

D Device Settings

A 4]

App Risk

1} @]

Third-Party Provider

<

06:06 B X ©35%8
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& User Settings
Lock Screen Status
not active
Automatic Lock Screen N
after 10 minutes

>
ECY A Y| Q

App Risk

1} @]

Third-Party Provider

<

06:06 B X © 36%8

B :

Lock Screen Status
not active

Analysis Details

The lock screen on your smartphone is not
active. This means that anyone can unlock
your smartphone without any security
measures to prevent this.

Options for Action

Set up lock screen

You have not yet set a lock screen. This
means that your photos, chats and
contacts, as well as your apps with your
access data, can be accessed if someone
else gets hold of your phone. You can make
it much more difficult for strangers to gain
access by setting up a lock screen. Among
the various options, the best choice is a
password that is as secure as possible
(longer than 4 characters, numbers, upper
and lower case).

Set up lock screen

A &J EY

App Risk Third-Party Provider

1 @] <

06:10 @ N ©38%8

« ;
O Device Settings

Security Status
last update 2022-09-01

< Lock Screen Type

Swipe
Device support by the
manufacturer

Pattern provided

Open security breaches and
vulnerabilities >

Password with critical severity

Hardware-based security
provided

Face Biometric sensors
no fingerprint registered

Fingerprint

A 1] :Q

App Risk Third-Party Provider
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Security Status
last update 2022-09-01

Analysis Details

Your smartphone is not up to date or has
known vulnerabilities. Over time, new
vulnerabilities are identified and fixed by
updates from the manufacturer.

Options for Action

Check for updates

Security updates fix recently identified
security vulnerabilities in the operating
system. Depending on the manufacturer
and smartphone model, these updates are
released almost every one to two months.
The longer your phone has not received
security updates, the less protected it is
against emerging threats. You can check
your software in the settings to see if there
is a current update for your phone and
update it immediately if necessary.

A &J ECY

App Risk 1 Third-Party Provider

1 @] <
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Research questions & hypotheses for both studies

/7N

rRQ1: How is the prototype evaluated in terms of usability?
H1: The prototype is evaluated as above-average in terms of usability.
/\ S~
rRQ2: Can our prototype increase self-efficacy regarding data protection and privacy preservation
as well as information security of smartphone (app) users?

H2: Self-efficacy regarding data protection and privacy preservation and information security is higher after interaction with the

prototype than before.
\/ /\

exploratory RQ3: Which UX factors are positively affected by congruent tailoring?

N
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Study design

Independent variables:
H1 Interaction with our prototype (“intervention”)
H2 Time of measurement (before T1 and after T2, T3 the “intervention”)

RQ3 Behavioral congruent and incongruent condition

@pendent variables:

H1  Usability (sus; Brooke, 1996; Rummel et al., 2013)
H2 Repeated self-assessment of self-efficacy (SWE; schwarzer & Jerusalem, 2003)
RQ3 User experience ratings (UEQ; Laugwitz et al., 2008)
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Sample

Study 1: N = 38 (26 female) Study 2: N =22 (15 female)

« 24 years old (M = 23.95; SD = 5.03; » 25yearsold (M = 24.82; SD = 5.03;
min = 18.00, max = 41.00) min =19.00, max = 36.00)

« Majority (92%) third semester students, of » Majority (72%) fourth semester students,
which are psychology (69%) students of which are psychology (56%) students

Less tech . « Comparable tech-savvy (ATI scale; Franke,
€ss tech-savvy (ATl scale; Franke, Attig, & Attig, & Wessel, 2019) and more skilled (TAEG;
Wessel, 2019) but more skilled (TAEG; Karrer et

al, 2009) in the use of smartphones than Kr?"er etal, 2009)in the uTe of smartphones
comparison samples than comparison samples

Yes, it is a student-sample...

And yes, this sample limits the
external validity.

But, everything that lowers external increases internal validity.

Also, the rather large sample size (in terms of usability tests) limits the probability of undetected issues.



Procedure

Recruitment of participants

Announced goal of the study: “app evaluation”

Remuneration: test subject hours or raffle for recruitment
questionnaire, cash or test subject hours for lab test

Channels: off- and online (mailing lists, professorship
website, chat-groups, posters, announcement in lectures)

Via online questionnaire including demographics,
smartphone usage and behavioral stage
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Procedure

Conducted face-to-face in our lab at the end of 2022 and summer 2023
under (some) pandemic-related restrictions

©
Professur Allgemeine Psychologie und
Arbeitspsychologie
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Procedure

Welcome (consent, demographics, experimenter consultation possible, no uninstallations, prototype not fully developed yet)

T1 (H2) Self-efficacy, ...
10min Free exploration of the prototype

Task 1 (5min) Inform yourself about the app FitnessPro with the help of the prototype. (study 1)
Inform yourself about the security risks on the smartphone. (study 2)

Task 2 (5min) Take action using the prototype to minimize the risk of the app FitnessPro. (study 1)
Set up a lock screen with a password and then set an automatic screen lock. (study 2)

Task 3 (5min) Check the security status of the smartphone and pay attention to how long it has been since the last system
software update. (study 2)

H1/RQ3 Evaluation of usability and user experience

T2 (H2) Self-efficacy, ...

T3 Follow-up measurement after 10 days (study 2; self efficacy, ...)



RQ1:

Results

How is the prototype evaluated in terms of usability?

H1: The prototype is evaluated as above-average in terms of usability.

Study 1

Usability evaluation proptotype:
SUS-Score (N =38)

A+ 100- 84 best
excellent

M =80.00; SD = 13.9 /\

Nonparametric, one-tailed
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5 7473 Ws = 660.00, z = 4.02, p < .001, d = 1.86.

c+ 7371 good \_/
C 71-65 benchmark 68.00

C- 65-63

D 63-52 ok

F 25-0 worst
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Results

rRQ1: How is the prototype evaluated in terms of usability?

H1: The prototype is evaluated as above-average in terms of usability.

Study 2

Usability evaluation

prototype:
SUS -Score (n =21)

A+ 100- 84 best
A 84 -81 excellent

m=7750;50 =9.59 | IR

Parametric, one-tailed BB Z'B
t(20) =4.54, p < .001, d = 0.91 o e good
\/ C 71- 65 benchmark 68.00
C 65-63
D 63-52 ok
F 52-25 poor
F 25-0 worst
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Results

rRQ1: How is the prototype evaluated in terms of usability?

H1: The prototype is evaluated as above-average in terms of usability.



RQ2:

Mean Agreement on Self-Efficacy
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Results

Can our prototype increase self-efficacy regarding data protection and

privacy preservation of smartphone app
users?

H2: Self-efficacy regarding data protection and privacy preservation is higher after interaction with
the prototype than before.

/Study 1

Parametric, one tailed, dependent samples
(37)=-2.71,p=.005,d=-0.44

w
o
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]
o
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1,00

T T2
Time of Measurement
error bars: 95% Cl



= Mittelstand-Digital
== Zentrum
2 Fokus Mensch

Results

ra2z Can our prototype increase self-efficacy regarding
information security of smartphone app

users?

H2: Self-efficacy regarding information security is higher after interaction with
the prototype than before.
Study 2

_ 4,un|
Parametric, one tailed t-test, dependent samples
f(21)=-3.70, p<.001, d=-0.79

a3,u

2,00

Mean Agreement on S

1,00

T1 T2

Time of Measurement
error bars: 95% CI
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Results

ra2z Can our prototype increase self-efficacy regarding
information security of smartphone app

users?
H2: Self-efficacy regarding information security is higher after interaction with
the prototype than before.
Study 2
E; 4,00
* % s
A 5
( \ 100 *kKk =
(—)‘—\ 1 8 3,00
3 [ ) c
- ] \ s o o
3 | 5
i § ‘% 200
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T T2 T3 T T2 1,00 =

Time of Measurement

Time of Measurement
error bars: 95% CI
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RQ2:
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Results

How is the prototype evaluated in terms of usability?

H1: The prototype is evaluated as above-average in terms of usability.

Can our prototype increase self-efficacy regarding data protection and privacy
preservation as well as information security of smartphone app users?

H2: Self-efficacy regarding data protection and privacy preservation an information security is higher after
interaction with the prototype than before.
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Results

exploratory RQ3: ON Which aspects of UX does the congruent tailoring to the
behavioral stage have a positive impact?

Mean UEQ Evaluation

3,00

2,00

1,00

-3,00

Study 1

%

[attractiveness
Dpersplcuny
[H dependability
M stimulation
.novelly
.efﬁciency

Parametric, one tailed, independent samples, Bonferroni corrected
efficiency: {(36) = 2.543, p = .008, d = 0.83

incongruent congruent
Prototype Variant
rrrrr bars: 95% CI
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exploratory RQ3: ON Which aspects of UX does the congruent tailoring to the
behavioral stage have a positive impact?

1l
nonparametric, one tailed, independent samples
novelty: U =31.50, z=-1.611, p = .048, d = - 0.37

Mean

1,00

2,00

3,00

Study 2

incongruent

congruent
Prototype Variant
error bars: 95% Cl
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Results

rRQ1: How is the prototype evaluated in terms of usability?

H1: The prototype is evaluated as above-average in terms of usability.

rRQ2: Can our prototype increase self-efficacy regarding data protection and privacy
preservation as well as information security of smartphone app users?

H2: Self-efficacy regarding data protection and privacy preservation an information security is higher after
interaction with the prototype than before.

exploratory RQ3: Which UX factors are positively affected by congruent tailoring?

Not that many, but efficiency and novelty.
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Summary and discussion

/N

User centered design pays off.
Positive biasing possible: prototype status, test situation, predetermined tasks

We can empower users and increase their digital sovereignty.

Positive biasing possible: aim of the prototype became apparent during the test

N

Tailoring of tools can create additional effects.

However, more creative ideas are needed here!
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